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Abstract
The future of digital transformation is dependent on a focus on trust among all 

parties of online transactions. Digital trust reinforces enterprise innovation, economic 

expansion and value creation for all parties in an interaction. To better understand 

attitudes and growth factors of digital trust, ISACA® conducted the State of Digital 

Trust global survey in the second quarter of 2022. This report on the survey 昀椀ndings 
de昀椀nes digital trust and explores areas such as familiarity, prioritization, maturity 
and obstacles. It discusses who holds the responsibility for digital trust within an 

organization and describes a void in enterprise digital ecosystems that has created 
opportunities for professionals to become leaders in the digital trust arena. The report 

includes 昀椀ve key takeaways to help organizations advance digital trust, as well as 
steps to take to improve digital trust maturity. 



Executive Summary
Trust is the foundation of all relationships. It is especially critical now in the 

expanding digital world where multiple parties may never meet in person to 

share sensitive and private information needed to complete a transaction. Every 

interaction must reinforce that the organization cares about—and has instituted 

effective practices in—all areas of digital trust. 

Trust must be clearly and repeatedly earned, communicated and supported. 

This creates a fertile environment to conduct business, which in turn reinforces 

innovation, economic expansion and ultimately the creation of value for all  

parties involved in the interactions. 

Digital trust is a major driver when consumers1 and enterprises are deciding 

with whom they want to conduct business. They consider many key factors 

when determining the trustworthiness of an organization, and all are critical to 

establishing and upholding digital trust. 

All of these elements need to be present to show that an organization is 

committed to creating a business environment where customers, partners and 

other stakeholders can be con昀椀dent that their information is secure and that the 
company will act ethically and deliver on promises. 

Integrating these factors as disparate elements has been shown to help 

organizations minimize risk. But the modern and future digital-dominant business 

environment requires a more all-encompassing approach. All of these aspects 

need to be interconnected in a comprehensive ecosystem of digital trust. 

Even though it may take different shapes and forms for each enterprise, digital 

trust needs to be enshrined into the day-to-day practices of all organizational 

stakeholders in all industries. Everybody has an opportunity to make an impact. 

1   Consumers includes customers, users and any party to a digital interaction.

• Quality—Quality must meet or exceed consumer 

expectations.

• Availability—Consumers need to be able to access 

accurate information in a timely manner.

• Security and privacy—Consumers expect the data 

they share will be protected and kept con昀椀dential. 

• Ethics and integrity—Enterprises should live up to 

their promised values. 

• Transparency and honesty—Consumers should be 

informed about how their information is being used. 

If personal information has been compromised, 

consumers should know how the enterprise is 

addressing the situation and what it is doing to 

prevent it from happening again. 

• Resiliency—Enterprises need to provide assurances 

that they are stable and secure, and can withstand 

adverse circumstances while also being able 

to evolve to leverage new technologies and 

advancements. 

Key factors that contribute to digital trust include:

4



S TAT E  O F  D I G I TA L  T R U S T 2022:  A N  I S A C A  G LO B A L  R E S E A R C H  R E P O R T 5

What Is Digital Trust? 
According to ISACA, digital trust is the con昀椀dence in the integrity of the 
relationships, interactions and transactions among providers and consumers 

within an associated digital ecosystem. 

This includes the ability of people, organizations, processes, information and 

technology to create and maintain a trustworthy digital world. It addresses 

ethical behaviors and expectations among all parties engaged in a transaction. 

Establishing a baseline of trust is integral to all digital and online interactions. 

Why Is Digital Trust Important?

Trust is the bedrock of all transactions and relationships. This has become 

even more critical as people and enterprises increasingly rely on digital devices, 

technologies, services and processes. 

Only 54 percent of Americans trust technology companies to do the right thing, 

down three percentage points from last year and down 19 points since 2019. The 

decline in trust was seen across a number of the most talked-about topics, including 

5G, arti昀椀cial intelligence (AI), the Internet of Things (IoT) and virtual reality.2 

Any breach of trust has far-reaching consequences that can tarnish reputations 

and cause long-lasting customer and stakeholder distrust. Compound that with 

the lightning speed of communications and social media, and even areas of 

an organization that have nothing to do with an incident can suffer potentially 

devastating reputational, regulatory and 昀椀nancial effects. 

2   Edelman, “2022 Edelman Trust Barometer,” https://www.edelman.com/trust/2022-trust-barometer
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Survey Methodology
In the second quarter of 2022, ISACA sent an online survey to approximately 

50,000 individuals who are members of ISACA or who have earned one of ISACA’s 

certi昀椀cations or credentials (e.g., CISA®, CISM®, CRISC®, CGEIT®, CDPSE™ and 

CSX-P™). Responses were collected anonymously. A total of 2,755 respondents 

completed the survey, for a margin of error of +/- 1  percentage point. Response 

rates varied by question. The survey used multiple-choice and Likert-scale 

formats. The demographic information is shown in 昀椀gure 1.

FIGURE 1 – Survey Demographic Information
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Survey Results and Insights
A broad set of factors support a business relationship and the trust needed to 

keep it thriving in today’s increasingly digital-dependent economy. Building trust 

and developing trusted partnerships are strong elements as enterprises continue 

to lay the groundwork for digital transformation and innovation. To provide the 

latest actionable insights into digital trust, results of the ISACA State of Digital 

Trust 2022 survey are organized into seven sections:

Familiarity With Digital Trust

Thinking of, and acting on, digital trust as a cohesive and comprehensive strategy 

is in its infancy. It is a new approach for many organizations, even though many 

of its components have been in practice for years. 

For example, the top three most important components of digital trust according 

to the survey respondents are security, data integrity and privacy, but only 

half (50 percent) of respondents agree that there is suf昀椀cient collaboration 
at their organization among professionals who work in these 昀椀elds. All of 

these are important, but digital trust becomes even more comprehensive and 

effective when they are interwoven, along with other top components such as 

risk management, governance, quality, assurance, resilience and ethics. Each 

of the components makes a strong contribution to earning trust, but it is even 

more impactful when they are considered and managed within the context of the 

enterprise’s whole digital trust strategy. 

This is a signi昀椀cant concern that is beginning to be addressed among global 
enterprises. The World Economic Forum established a Digital Trust Initiative to 

identify “steps to improve the trustworthiness of digital technologies through 

security and responsible technology use...Stakeholders from a cross-section of 

industry must come together to rebuild con昀椀dence in the people, processes and 
technologies it takes to build a secure digital world” and “drive the adoption of 

more secure and trustworthy technologies to circumvent the ‘distrust trap’ for 

citizens, businesses and governments.”3

3   World Economic Forum, Why we must rebuild digital trust for a cyber-inclusive future,  https://www.weforum.org/agenda/2021/11/rebuilding-digital-trust-for-a-cyber-inclusive-future/

1.  Familiarity With Digital Trust

2.  Importance and Prioritization of Digital Trust

3.  Con昀椀dence and Maturity Related to Digital Trust

4.  Obstacles to Attaining Digital Trust

5.  Responsibility for Digital Trust

6.  Digital Trust and Digital Transformation Tools and Frameworks

7.  ISACA’s Position in the Digital Trust Space
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When respondents were asked, without prompts or de昀椀nitions, if they were familiar 
with the term “digital trust,” only 29 percent were very or extremely familiar. At 50 

percent, respondents in India were more familiar with the term than in the US. 

In addition, respondents from Latin America (37 percent), Africa (35 percent) 
and Europe (34 percent)  also indicated a higher familiarity than the total of 
respondents. When viewed by industry, those in consulting (35 percent) were 
more familiar with the term than those working in 昀椀nance/banking (28 percent). 

Respondents were then provided with the de昀椀nition “Digital trust is the con昀椀dence 
in the relationship and transactions among providers and consumers within an 

associated digital ecosystem. This includes the ability of people, organizations, 

process, information and technology to create and maintain a trustworthy 

digital world.” After being exposed to the de昀椀nition to clarify their understanding, 
respondents’ familiarity jumped to 52 percent. 

In addition to sparking familiarity, this de昀椀nition itself seems to resonate with 
respondents. When asked how well that description matches their understanding 

of digital trust, 51 percent said it mostly matches and 21 percent said it 

completely matches. Only 1 percent said that it did not match at all. 

This underscores the importance of having a consistent understanding of what 

digital trust encompasses among global enterprises, and even within a single 

organization, including at the team or department level. Until now digital trust 

has been more like appreciating 昀椀ne art—something that many people say they 
“know it when they see it.” This approach must change. These vital functions can 

no longer be run as disparate groups that operate independently—they need to be 

coordinated within an enterprise’s digital trust ecosystem. 
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For businesses to succeed in the growing digital-dominated environment, it is critical 

that people, both internal and external to an organization, understand and actively 

address the trust factors that enable safe, private and reliable digital transactions. 

Importance and Prioritization of Digital Trust

Clear alignment and agreement on the de昀椀nition among professionals is an 
important 昀椀rst step in improving digital trust and achieving its bene昀椀ts. If it is 
not de昀椀ned, then no matter how bene昀椀cial it is, it becomes harder to prioritize, 
and prioritization of digital trust is absolutely critical for organizations that want 

to remain viable and relevant.

While 85 percent of respondents say that digital trust is extremely or very 
important to organizations today, and 63 percent say that digital trust is 

extremely or very relevant to their job role, only 66 percent say that their 

organization prioritizes digital trust in line with its level of importance. This  

will be a growing concern, as four out of 昀椀ve respondents (82 percent) believe 
that digital trust will be more important in 昀椀ve years than it is today.

Across the regions, respondents from Africa (93 percent) had the highest 
response rate indicating digital trust being extremely or very important. Following 

closely are respondents from Latin America (86 percent), Oceania (85 percent), 
Europe (84 percent), North America (84 percent) and Asia (82 percent).

When asked about how their organization prioritizes digital trust corresponding 

to its level of importance, results showed a difference among industries. Seventy-

two percent of respondents in 昀椀nance and banking, 70 percent in consulting and 
57 percent in government and military feel it is prioritized.

“When I hear the term ‘digital trust,’ I think ‘ISACA’– it’s been in our DNA 
throughout our 50-plus year history. As an article in Wired magazine 
said, ‘If the lifeblood of the digital economy is data, its heart is digital 

trust.’ The work performed by ISACA’s professional community in areas 
such as information security, data privacy, IT audit, risk management, 
governance and securely implementing emerging technology gives 

organizations the con昀椀dence and permission needed to thrive in the 
digital economy. The most effective professionals in each of these 

career 昀椀elds have a holistic understanding of multiple digital trust 
professions on top of their vertical expertise.” 

DAVID SAMUELSON 

Chief Executive Of昀椀cer, ISACA
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Survey respondents also opined on the impact digital trust has on certain aspects of their organizations. Figures 2 and 3 details these results.

FIGURE 3 – Consequences of a Lack of Digital Trust
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FIGURE 2 – Digital Trust-related Bene昀椀ts 
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Con昀椀dence and Maturity Related to Digital Trust
More than half (54 percent) of respondents are completely or very con昀椀dent in  
the digital trustworthiness of their organization (昀椀gure 4). Among those that 
already measure digital trust maturity, con昀椀dence jumps to 81 percent. 

Around the world, con昀椀dence is higher in India (76 percent) than in the US 
(52 percent). Across industries the results were very similar with consulting 
(61 percent), 昀椀nance and banking (59 percent) and government and military 
(43 percent).

While that is promising, it is concerning that fewer than one in four (23 percent) 
say that their organization currently measures the maturity of its digital trust 

practices even though 68 percent believe it is extremely or very important to 
measure this maturity. 

When it comes to external assessments, only 26 percent say that they measure 

their organization’s level of digital trust among customers. Thirty-six percent do 

not measure this at all and 41 percent were unsure, which shows another area of 

potential improvement. 

Those that measure digital trust reported two things in common—most have a 

board of directors that has prioritized digital trust and most use a digital trust 

framework. There is a higher prevalence of this in Asia and Africa.

Addressing digital trust and safety in a holistic manner that accounts for the 

technical and human aspects is part of the maturity process as organizations 

Those that measure digital trust reported two things in  

common—most have a board of directors that has prioritized  
digital trust and most use a digital trust framework.

FIGURE 4  

How con昀椀dent are you the digital trustworthiness of your organization?

11%

43%40%

6%

1%

Completely con昀椀dent

Very con昀椀dent

Somewhat con昀椀dent

Not so con昀椀dent

Not at all con昀椀dent



S TAT E  O F  D I G I TA L  T R U S T 2022:  A N  I S A C A  G LO B A L  R E S E A R C H  R E P O R T 12

increasingly transition from in-person transactions that may use an element of 

technology to relationships that rely mostly or fully on digital technology.

Measurement is a factor that re昀氀ects importance an organization places on 
digital trust, as 93 percent of those currently measuring digital trust maturity say 

that digital trust is extremely or very important to their organization today. 

One of the ways that organizations show commitment to strengthening 

digital trust is through a high score or rating from an independent third-party 

assessment. Of the respondents, 82 percent agree that organizations that can 
achieve a high score will ultimately be more successful. Again, measurement 

makes a difference; this 昀椀gure jumps to 92 percent among those who currently 
measure digital trust maturity. 

Organizations use a variety of ways to measure digital trust. According to 

respondents, 43 percent perform an internal review of trust-related practices and 

33 percent use customer/client research including surveys and focus groups. 

Thirty-two percent benchmark against similar enterprises, but unfortunately, 33 

percent say they do not measure digital trust.  

Measurement can help an organization see where its current position is in relation 

to industry benchmarks. It is a good start, but to make concrete improvements, 

the organization needs to ensure all stakeholders are also continually improving 

and working toward the same goal.  

One of the strongest bene昀椀ts of measuring maturity is that it creates a repeatable 
process so an organization can have con昀椀dence in its results. It is positive to 

see that enterprises are recognizing the many values of maturity and yet it is not 

surprising that some have not yet fully thought through how they will measure 

maturity and other achievements. Creating a digital trust maturity roadmap is a 

start and is a key part of getting to their desired destination. 

Obstacles to Attaining Digital Trust

One of the most effective ways of achieving goals is to understand—and 

address—what is blocking the path forward. Figure 5 shows the most signi昀椀cant 
obstacles to attaining high levels of digital trust within an organization, according 

to the survey.

FIGURE 5 – Obstacles for Attaining Digital Trust
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Only 29 percent say that their organization has offered digital trust training to 

staff. In addition, only 28 percent say they “completely understand” how their 
role impacts digital trust, even though 63 percent indicate that digital trust is 

extremely or very relevant to their job today. 

Lack of leadership buy-in is higher in India (49 percent) than in the US (37 
percent), with similar numbers being reported about lack of technological 
resources. 

The results present an interesting viewpoint from the respondents. While a 

lack of training opportunities and alignment with enterprise goals are serious 

considerations, it is worrying that, in many cases, there still is a lack of leadership 

buy-in. This concern stems from several reasons, including: 

• Leaders should champion and support the pursuit of a digital trust ecosystem 

throughout the organization as part of their commitment and duties. They need 

to continually improve the trust factors and holistic approach that are important 

to stakeholders, that translate into customer attraction and retention, and that 

contribute to positive 昀椀nancial results. 

• Focusing on digital trust can help an organization avoid or reduce 昀椀nes and 
other negative consequences related to regulatory issues. 

• With leadership buy-in, remaining obstacles can be more effectively addressed 

and appropriately funded. Organizational alignment, skills and training, and 

technology resources all fall into place and move forward when they receive 

support, funding and attention of executive leadership. 

It also is interesting that lack of budget received such a high response (41 
percent) because working toward effective digital trust does not need to be a 
major expenditure. On an optimistic note, 63 percent say that digital trust, as 

described in ISACA’s de昀椀nition, can be achieved in their organization. 

Responsibility for Digital Trust

Who is responsible for digital trust? Boards of directors and senior management 

have ultimate responsibility for the strategic direction, effectiveness, sustainability 

and long-term viability of an enterprise. While everybody in an organization has a 

role to play in ensuring the strength and bene昀椀ts of digital trust, it does not mean 
that everyone is responsible. C-level executives are the drivers of digital trust and 

must ensure that it is a clear and supported priority in every aspect of operations. 
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Figure 6 shows those responsible for digital trust, according to survey 

respondents. Only 12 percent say that their organization has a senior staff role for 

digital trust, for example Chief Trust Of昀椀cer or Director of Digital Trust. 

Respondents from India are more likely to say the board of directors (33 percent) 
than in the US (19 percent). US respondents are more likely to say it is the senior 
leadership team (46 percent). Those in Asia, Africa and Europe are more likely 
than respondents in North America to believe that the board of directors is more 
responsible for digital trust. 

This indicates that enterprises do not necessarily need to create a new C-suite 

position with a sole focus on digital trust but should ensure that the chief 

executive of昀椀cer (CEO), chief operations of昀椀cer (COO) or similar executive has the 
responsibility to deliver on enterprise-wide digital trust. Care should be taken that it 

does not become a stovepipe where digital trust is an isolated objective. The goal 

is for it to be an integrated approach—as opposed to a designated role—where a 

member of the leadership team makes sure that all of the appropriate areas are 

coordinated and address digital trust in the most effective and optimal way. 

The top three roles indicated as most critical for strengthening digital trust in an 

organization are IT strategy/governance (84 percent), security (80 percent) and 
information technology (74 percent). This is followed by risk and compliance (73 
percent), audit (59 percent), compliance (59 percent) and privacy (54 percent). 

While they do not have ultimate responsibility, all of these areas are critical to 

an organization’s success, and they all will contribute even more signi昀椀cantly to 
improving digital trust maturity in the future. This also is a good opportunity for 

any one of these areas to step up and take more of a leadership role as digital 

trust grows as a multi-disciplinary imperative. 

FIGURE 6 – Digital Trust Responsibility in an Organization
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In addition, only 12 percent of respondents indicated that their organization 

had a dedicated staff role for digital trust. Of those who measure digital trust 

maturity, however, that percentage increases to 34 percent. Of those whose board 

of directors has prioritized digital trust, this increases to 43 percent having a 

dedicated staff role for digital trust. 

Only 20 percent indicate that their board of directors has made digital trust a 

priority. There is more attention to this in India, where 34 percent say the board 

has made it a priority. 

Digital Trust and Digital Transformation Tools and Frameworks

Digital transformation initiatives have long been a high priority for organizations. 

To obtain the highest level of bene昀椀ts from these innovation efforts, they need to 
昀椀rst establish and sustain strong digital trust among customers, employees and 
other stakeholders. For example, customers need to be assured that their money 

and payments are safe and will result in the products and services being delivered 

in an appropriate way. 

Since 76 percent of respondents agree that digital trust is important to digital 
transformation, it is clear that this concept is well understood. 

Respondents in Africa (92 percent) reported the highest level of the importance 
of digital trust to digital transformation, followed by Asia (76 percent), Europe (76 
percent), North America (74 percent) and Oceania (70 percent). 

When it comes to ensuring that digital trust is gained, only 19 percent say that 

their organization currently uses a management framework for digital trust and 

40 percent are unsure if their organization uses a framework. Yet, more than half 

(55 percent) say having a digital trust framework is extremely or very important to 
their organization. 

Of those that use a framework, 39 percent are unsure which one and 27 percent 
use COBIT®. Of those that measure digital trust maturity, that number rises to 41 

percent who use COBIT, 23 percent use an internally developed framework and 21 

percent use SAFE Identity Trust Framework.. 

Some of this disconnect may re昀氀ect the need for better understanding and 
agreement on the de昀椀nition of digital trust and a digital trust framework. It is very 
possible that an organization is using a digital trust structure or framework but 

refers to it in different terms or uses a different description. 

Digital innovation requires unique approaches—companies cannot do the same 

processes in a digital way and call themselves transformed. They need to keep their 

eyes open to the internal and external in昀氀uences, triggers and signals that either 
subtly indicate, or loudly blare, that change is needed, and is even already underway. 

Enterprises need to look beyond just digitizing the old ways of doing things 

and instead view previous processes from a new perspective. To do this they 

need a structure – not something rigid and monolithic with boxes to tick, but 

rather more of a scaffolding that organizations can use to develop, organize and 

communicate their digital transformation initiatives. This is the basis of ISACA’s 

upcoming digital trust ecosystem framework. It focuses on non-technical, 

common-sense approaches that can be customized by organizations to best 昀椀t 
their goals.
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A framework needs to help enterprises address the full spectrum of factors, 

including regulatory compliance and contractual obligations. At the same time, it 

also needs to span dimensions of digital trust including user experiences, cultural 

nuances and human behavior. Frameworks are 昀氀exible to enable organizations to 
pull out the areas and guidance that applies to their speci昀椀c needs. 

 

ISACA’s Position in the Digital Trust Space

Effective governance over an enterprise helps drive digital trust. Organizations 

with robust security, privacy, IT risk, IT assurance, and information and technology 

practices are often considered digitally trustworthy. As industries progress and 

mature, there has become a critical—and growing—demand for digital trust to be 

measured, managed and prioritized in a strategic way throughout all aspects of 

every enterprise. 

ISACA is addressing these needs through research and development of industry-

leading tools, credentials, education and training. ISACA’s global community of 

dedicated and experienced IT and business professionals work together to lead the 

growth, share knowledge and encourage the practices of digital trust in all industries. 

Fifty-nine percent of respondents say that ISACA is a recognized leader in digital 

trust and 62 percent say that ISACA is an emerging key player in the space. This 

dual vision could be due to ISACA’s extensive research and development in the 

digital transformation space and the new focus that some enterprises are putting 

on the importance of digital trust. 

When it comes to gaining individual career-enhancement bene昀椀ts from ISACA 
as a professional development association, 49 percent say that ISACA offers 

a recognized credentialing program in digital trust, 60 percent say that ISACA 

has the tools and resources available for IT professionals to successfully deliver 

digital trust, 78 percent say that ISACA enables them to be successful in their 
profession, 82 percent say that ISACA enables them to stay current with industry 
trends and 73 percent say that ISACA provides opportunities for them to be 
recognized as a thought leader. 

Enterprises need to look beyond just digitizing the old ways of doing 
things and instead view previous processes from a new perspective. 

To do this they need a structure – not something rigid and monolithic 
with boxes to tick, but rather more of a scaffolding that organizations 
can use to develop, organize and communicate their digital 
transformation initiatives.

“An effective digital trust dashboard should cover the organization’s  
current state, concerns, opportunities and remediation options. Be sure  

to provide potential solutions to problems that are presented to the  

board and senior executives.”  

JO STEWART-RATTRAY 

CISA, CISM, CGEIT, CRISC, Member of ISACA’s Digital Trust Task Force  
and Director of Technology & Security Assurance at BRM Advisory
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Getting Started on a Digital Trust Ecosystem

Three Steps to Improve Digital Trust Maturity

As organizations progress further in digital transformation, they need to ensure that they are at an appropriate level of digital trust maturity and that they are 

positioned for the future. It is critical to understand stakeholder culture, values and behaviors to learn where to shore up practices and gain the bene昀椀ts of digital 
innovation. Three steps to get started along this path are: 

Understand what the organization wants  

to accomplish and learn how digital 

trust can contribute to its goals. Start by 

de昀椀ning what customers, employees and 
stakeholders expect of each other. Measure 

the current state and benchmark against 

industry good practices.

Outline the desired state and begin 

developing the road map to achieve it. 

Understand the priority issues being faced 

by senior leadership, how digital trust will 

resonate within their focus areas and provide 

potential solutions. It also is important to 

understand the human element of trust. 

For many years organizations focused 

on technical upgrades and services – for 

example, card scanning and self-checkouts. 

While ef昀椀ciencies were created, true digital 
innovations are achieved by also addressing 

the nuances of human behavior and attitudes. 

Focus on a mindset of continuous 

improvement as it pertains to security, 

quality, reliability, compliance and customer 

experience. Ask questions such as: How 

can we do better? How can we be more 

consistent and responsive? How can we 

share lessons learned and 昀椀nd new  
ways to improve? 

UNDERSTAND OUTLINE FOCUS
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1 Successful digital transformation requires that organizations maintain a strong bedrock of digital trust.  Business transactions 

increasingly require that sensitive and private information be shared online among multiple parties. In the growing digitally focused 

marketplace, it is critical that enterprises earn the trust of their stakeholders every day and with every interaction. Digital trust is the 

con昀椀dence in the integrity of the relationships, interactions and transactions among providers and consumers within an associated 
digital ecosystem. Any breach of digital trust can have far-reaching negative consequences to an organization’s or an industry’s 

reputation, value and 昀椀nancial viability. 

5 Key Takeaways 

2
. Digital trust has many facets that need to be integrated within a cohesive organization-wide strategy and approach. Factors 

that in昀氀uence digital trust include quality, availability, security and privacy, ethics and integrity, transparency and honesty, and 
resiliency. Enterprise areas most involved in digital trust include IT strategy/governance, information technology, risk management, 

assurance, compliance and resilience. 

 
While all of these areas are critical individually, they also must be managed in a comprehensive trust environment aligned with the 

organization’s digital strategy. This creates an opportunity for professionals in these areas to step up, share their expertise and 

exhibit leadership within this cohesive overarching strategy. 
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3
 Senior executives must clearly de昀椀ne, prioritize, measure and align digital trust throughout organizations. While all employees 

have a role, an organization’s senior executive team has the primary responsibility to support and prioritize digital trust that drives 

digital innovation and transformation. The ISACA survey shows that there is a potentially harmful disconnect between the perceived 

importance of digital trust and its current priority within organizations. This will need to change for organizations to be viable, 

competitive and trusted leaders that reap the bene昀椀ts of digital transformation.

 
Senior executive support also helps address the survey’s most frequently mentioned obstacles to digital trust, which include lack 

of skills and training, lack of alignment with organizational goals, lack of budget and lack of technical resources. With leadership 

support, these areas can be effectively addressed and funded.  

4
 Measurement of digital trust is critical to improving the organization’s maturity and its ability to achieve the rewards of digital 

transformation. There are many ways to measure digital trust, which in turn can help improve organizational maturity and lead to 

value creation. Some tactics include doing internal reviews, third-party assessments, surveys, focus groups and other customer/

client research. Information gained can then be used for benchmarking against similar enterprises and other analysis purposes. 

 
Organizations can establish dashboards that cover their current state, the pulse of the marketplace, current concerns, solutions to 

issues and new potentially unexplored opportunities. These activities can lead to bene昀椀ts including enhanced reputations, fewer 
privacy breaches and cybersecurity incidents, more reliable data for improved decision-making, higher customer attraction and 

retention rates, stronger customer loyalty, faster innovation due to con昀椀dence in the organization’s technology and systems, and 
higher revenues. 

5
.   Digital trust is a journey. Trust must be assured and earned every day with every digital interaction. This is not a one-and-done 

goal. For enterprises to grow and succeed, they need to understand that digital growth must address ongoing technological 

advancements as well as the nuances of human needs, culture and attitudes. If organizations will be asking for more trust from 

their stakeholders, then they must understand how to earn that trust within the stakeholders’ comfort levels. 
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Conclusion
Digital trust must go hand-in-hand with plans and goals of digital transformation. It must be a 

priority that is championed by leadership and supported throughout all levels the organization. 

Organizations need to be open and equipped to 昀椀nd new ways to look at new challenges. 

When asked if there is signi昀椀cant collaboration at their organization among professionals who work 
in digital trust 昀椀elds (such as security, risk, governance, assurance, privacy and quality), responses 
showed that there is room for improvement. Only 12 percent said they strongly agree and only  

38 percent said they agreed.  

As a whole, these results show a void in the current status of a digital ecosystem and create 

opportunities for professionals in these areas to step up and exhibit leadership in the comprehensive 

digital trust arena. 

The future of increased enterprise focus on digital trust looks promising. Eighty-two percent of 

respondents say that in 昀椀ve years, digital trust will be much more important in their organization. In 
addition, 28 percent say they do not currently have a senior staff role dedicated to digital trust but 
will likely have one in the next 昀椀ve years.  

Establishing a strong digital trust ecosystem is a continual evolution in a team environment; it 

doesn’t stop when a project is completed. Organizations need to understand why they need to 

change and then identify what needs to change and how they plan to make the change. Only then 

will they be in a position to truly reap the bene昀椀ts of digital innovation and transformation. 

Trust reduces several types of friction in 

a transaction between givers (e.g., users) 
and guarantors (e.g., enterprises, laws and 
regulations that make the online experience 

seamless and convenient). This friction can 
be infrastructural (due to poor design or 
functionality), systemic (due to regulatory 
or legal requirements) and caused by 
uncertainty (for example, between parties to 
the transaction). The ultimate goal ought to 
be “intelligent friction”: balancing a seamless 

experience with proper protections. 

SOURCE: Harvard Business Review, “The 4 Dimensions of 

Digital Trust”, February 19, 2018. https://hbr.org/2018/02/

the-4-dimensions-of-digital-trust-charted-across-42-

countries#:~:text=We%20considered%20four%20key%20

dimensions,Attitudes%2C%20Environment%2C%20and%20

Experience

For more information on the State of Digital Trust, 

visit www.isaca.org/state-of-digital-trust.
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About ISACA 

ISACA® (www.isaca.org) is a global community advancing individuals and organizations in their pursuit of digital trust. For 
more than 50 years, ISACA has equipped individuals and enterprises with the knowledge, credentials, education, training 

and community to progress their careers, transform their organizations, and build a more trusted and ethical digital world. 

ISACA is a global professional association and learning organization that leverages the expertise of its more than 165,000 

members who work in digital trust 昀椀elds such as information security, governance, assurance, risk, privacy and quality. It 
has a presence in 188 countries, including 225 chapters worldwide. Through its foundation One In Tech, ISACA supports IT 
education and career pathways for underresourced and underrepresented populations.

DISCLAIMER 

ISACA has designed and created State of Digital Trust Survey Report 2022 (the “Work”) primarily as an educational resource 
for professionals. ISACA makes no claim that use of any of the Work will assure a successful outcome. The Work should 

not be considered inclusive of all proper information, procedures and tests or exclusive of other information, procedures and 

tests that are reasonably directed to obtaining the same results. In determining the propriety of any speci昀椀c information, 
procedure or test, professionals should apply their own professional judgment to the speci昀椀c circumstances presented by 
the particular systems or information technology environment. 

RESERVATION OF RIGHTS

© 2022 ISACA. All rights reserved.

1700 E. Golf Road, Suite 400 

Schaumburg, IL 60173, USA

Phone: +1.847.660.5505

Fax: +1.847.253.1755

Support: support.isaca.org

Website: www.isaca.org

Participate in the ISACA  

Online Forums: 

https://engage.isaca.org/onlineforums

Twitter: 

www.twitter.com/ISACANews

LinkedIn: 

www.linkedin.com/company/isaca

Facebook: 

www.facebook.com/ISACAGlobal

Instagram: 

www.instagram.com/isacanews/



S TAT E  O F  D I G I TA L  T R U S T 2022:  A N  I S A C A  G LO B A L  R E S E A R C H  R E P O R T 23

Visit www.isaca.org/digital-trust to access 
resources, including:

Your Top Digital Trust Questions Answered

Introduction to Digital Trust online course

Digital Trust: A Modern-Day Imperative

IN PURSUIT OF  

DIGITAL 
TRUST  
ISACA is leading the way in 

fostering trust in the digital world

https://www.isaca.org/resources/ebook/your-top-digital-trust-questions-answered
https://store.isaca.org/s/store#/store/browse/detail/a2S4w000005FgDOEA0
https://www.isaca.org/Resources/White%20Papers/Digital%20Trust%20A%20Modern%20Day%20Imperative

